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PREFACE
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funded study at UCLA entitled, "A General Evaluation Approach to Risk-Benefit
for Large Technological Systems and Tts Application to Nuclear Power," (NSF
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1) To make significant strides in the provision of improved hases or
criteria for decision-making involving risk to the public health and safety
(where a risk involves a combination of a hazard and the probability of that
hazard).

2) To make significant strides in the structuring and development of
improved, and possibly alternative, general methodologies for assessing risk
and risk~benefit for technological systems.

3) To develop improvements in the techniques for the quantitative
agsessment of risk and benefit.

4) To apply methods of risk and risk~benefit assessmeni to specific
applications in nuclear power (and possibly other technological systems) in
order to test methodologies, to uncever needed improvements and gaps in
technique and to provide a partial selective, independent assegsment of the
levels of risk arising from nuclear power.
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ABSTRACT

This is a theoretical investigation of the importance of common mode
failures on the reliability of redundant systems. These failures are
agsumed to be the result of fatal shocks (e.g., from earthquakes, explosions,
etc.) which occur at a constant rate. This formulation makes it peossible
to predict analytically results obtained in the past which showed that the
probability of a common mode failure of the redundant channels of the
protection system of a typical nuclear power plant was orders of magnitude
larger than the probability of failure from chance failures alone. Further-
more, Since most rellability analyses of redundant systems do not include
potential common mode failures in the probabilistic calculations, criteria
are established which can be used to decide either that the common-mode~
failure effects are indeed insignificant or that such calculations are meaning-
less, and more sophisticated methods of analysis are required, because common

mode failures cannot be ignored.
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I. Introduction

The subject of common mode failures (emf) has attracted considerable
attention in the study of the safety of complex systems. The recognition of
the fact that the appearance of a cmf can eliminate any degree of redundancy
employed in the system creates uneasy feelings among safety analysts and
undermines the confidence 1n the results of usual reliability amnalyses,

Failure of many components due to a single cause is classified as a
common mode failure. It is evident from this definition that there is a vast
nunmber of potential cmfs even in a simple system and it can be safely assumed
that the identification of all of them is simply impossible. Any common prop-
erty of the components introduces dependencies among them and can result in a
cmf. The most obvious common preoperty is the simultaneous presence of the
components in the system which makes them vulnerable to events occurring in
their common environment, e.g., fires, earthquakes, etc,

The recommended measures against cmfs are naturally based on different
forms of diversity. Several broad categories of potential common mode failures
are defined and from these various preventative measures are recommended.l’z’3
A cmf may be attributed to design deficilency, functional deficiency, maintenance
error or the external environment. By using different types of equipment, more
than one logical way to monitor the state of the system, physically separating
redundant components, having more than one operator to review personnel actions,
and employing other forms of diversity, it 1s reasonable to expect that the
probabllity of a common mode failure 1s reduced, It is evident that in such
an approach, the term "probability" is interpreted subjectively, 1.e., as a
measure of our belief that a common mode failure will not occur in the time

interval of 1nterest,



In this work the influence of potential common mode failures on the
reliability of redundant systems is examined., First the mathematical model
for the common mode failures of concern to us is developed. Then the
probability of a common mode failure is compared to the probability of
failure of a redundant system when its components are assumed to be subject
to chance failures alone. An example of the usefulness of these comparisouns
is presented, which involves the failure probabilities of the redundant
channels of a protection system of a typical nuclear power plant, Finally,
more general models are considered, in which the components of a system can
be repaired at a constant rate, and the significance of potential common
mode failures 1s examined. The derived simple inequalities can be proven
useful in applications, where a decision must be made as to whether common
mode failures do not represent a serious threat to the system or the opposite
is true and the results of conventional reliability analyses, which consider

chance fallures only, must be modified to include the possibility of a cmf,



1T, The Mathematical Model

The failure of a system to accomplish its intended function is the result
of many processes which occur during its lifetime. The time-to-failure T is,
of course, a random variable and the objective of a safety analysis is to

;predict how failures will materialize and, ultimately, to make the mean
time to failure as large as possible.

The possible causes of failure of the components of the system will he
called risks. A failure mode of the system is a set of risks that have
materialized and, as a result, the system has failed.

A risk may affect a single component or groups of components. The
materialization of a risk that simultaneously destroys a group of components
is what is commonly identified as a common mode failure of these components,
A special case of this model, known as the competing-risk model, has been
used extensively in biostatistics to analyze the mortality data of popula-

4,5,6 In this case, each risk represents the possibility of death of

tions.
an individual from a specific disease.

In this work we will assume that failures occur when the components
receive a fatal "shock" where a shock is an event which imposés abnormal
stresses on the'components leading to their failure. A further assumption
is that the occurrence of the shocks 1s governed by independent Polsson

processes, i.e.,

At <Ajt)n
p(n;kj) =e 4 —— (1)

is the probability that exactly n shocks of the jth type (jth risk) occur

in the interval (0,t). Equation (1) leads to the exponential failure dis-

tribution for the components which are subject to the jth risk, i.e.,



-\t
N

Fj(t) =1-e (2)

A simple application of the above concepts involves a parallel system
of two resistors: each has its own failure rate Al and Az and, ;n addition,
both are subject to failure from current surges which occur at a rate Kcm.
As a further example, consider the engines of an aircraft. If the explesion

of engine 1 can cause failure of engine 2 and the rate of cccurrence of this

event is Al+2 then this is the failure rate of both engines from this partic
ular risk. Furthermore, explosion of engine 2 may cause failure of engine 1
and this introduces an additional failure rate A2+l° The total failure rate
of our theory, kcm is then Acm = A

2 + A that is, the rate Acm is the

1 2-1°

sum of the rates of the risks which affect simultaneously both the components.
This summation is the result of the assumed independence of the Poisson pro-
cesses, For more than two components the parameters of the Poisson processes
that govern the occurrence of shocks to single components and groups of two,
three, etc., must be identified. Shock models were utilized by Marshall and
Olkin7 in thelr derivation of the multivariate exponential distribution.
Further details are discussed in the Appendix.

The above picture of the risks is too general to be useful in applica-
tions such as the study of the reliability of the safety systems of nuclear
power plants. The difficulty lies in the fact that the parameters of the
Poisson processes cannot be estimated. The reason is that even systems
which are built to perform the same function under the same, in principle,
conditions are not identical., Therefore, failure data collected in the past,

if it exists at all, cannot be used in the estimation of the failure rates.

A common assumption regarding the risks to single components is that

the corresponding failure rates can be estimated from the failure data of



similar components which were used under similar conditions. This is standard
reliability practice for the rate of "chance" failures of components (risks
of single components).

Unfortunately, this assumption loses its yalidity when the risks can
affect more than one component, that is, in the case of common mode failures.
While it is true that experience from similar systems can be used as a guide
to take preventative measures against common mode failures, there is always
the possibllity that a completely new multiple failure will occur, which
will be unique to the system.

In view of these uncertainties, it is evident that a mathematical treat-
ment of common mode failures cannot be as rigorous as the conventional reldi-
ability models which involve chance failﬁ;es only. It can be very useful,
however, in determining, under reasonable assumptions, what are the parameters
of importance and how they affect the various measures of successful perform—

ance of the system, such as, its mean time to failure.






ITI. Redundancy and Common Mode Failures

In conventional reliability studies each component of a system is
assigned a failure rate representing the possibility of chance failures.
Then the reliability of various redundant configurations can be calculated.8’9
A common feature of these results is that the reliability can be made very
close to unity if sufficient redundancy is added to the system. In real
applications, of course, this is not true since other factors enter the
picture which forbid the reliability from being wvery close to unity. Simple
calculations by Eplerlo which included common mode failures led him to the
conclusion that there are "serious doubts as to the usefulness of a reli-
ability calculation that considers random events only, when the common
mode failure may be dominant by as much as a factor of 105”, It ié the
relative importance of chance failures and common mode failures that con-
cerns us here.

Congider a redundant system of n identical units. The failure distribu-
tion of each unit from "random causes" is

B (e) = 1 - e (3)

Let the failure distribution of the system be @r(t). (When failures are
caused by this type of events). Then, it is well known, that if the units

are in parallel and k are needed for the system to work, @?(t) is given
8

by
o B oa 1 n-i
ROE }_‘,30 () L=-F@1" F 1 (4)
qi=

For small At (less than 0.1) we can use the approximation

F_(£) ~ At (5)




and write Equation (4} as

k~1

T (7 a-rton™t
=0

0, ()

!
]

(z) o)™ R for not very large n, (6)

In the case of standby redundancy (one unit on-line and n-1 units on

standby) the failure distribution of the system is

) ar =oont
2 (t) =1-e EE% = (N

The hazard function of the system is determined by
d®_(t)
_ 1 T
P T T T &)

Although the expressions of hr(t) are different for the varicus types of
redundancy, the behavior of the hazard function for small and large times is
qualitatively the same. This behavior is in the heart of the concept of
redundancy itself. For a system with exponential components hr(t) is zero
at t = 0 and it tends to a limit hz for large times. The limit hg is the
hazard function of the system when it is in its last 'good" state, i.e.,
immediately before failure. Thus, for a k-out—of-n system of identical
components hR = kA. The type and degree of redundancy determines how rapidly
hr(t) tends to hz. The higher the redundancy the longer it takes for hr(t)
to start to rise. The behavior for small t can be shown if the expressions
for hr(t) are expanded in Taylor series. Thus for the k-out-of-n system we

;

havel

' — —
hr(t) _ n Al k+ltn k

DT G )



and for the standby system

—1
kntn
h(8) = G- (10)
Define the quantity
t
Hr(t) =f hr(x) dx 11
0

that is, Hr(t) is the area under the curve hr(t) from O to t; then the

probability that the system will survive chance failures is

—Hr(t)
1 - @r(t) = Rr(t) = e (12)

According te our previous model, a complete analysis of all the risks
would have to include risks that affect groups of two, three,...components.
It is doubtful, however, that su;h detailed information will ever be avail-
able and, in addition, the computations become unnecessarily complex, which
is not justified given the gross uncertainties in the data, The effect of
potenfial common mode failures can be effectively studied, at least qualita-
tively, by assuming that all the components can be simultaneously destroyed
by shocks which occur at a rate Acm' This rate will have to be estimated
using available data, if any, and mainiy engineering judgment.

The reliability of the system against common mode failures is then
—Acﬁt
Rcm(t) = e (13)
Since we have assumed independence of the risks, the reliability of

the system is

—[Hr(t)+kcmt]
R(t) = Rr(t)Rcm(t) = e (14)

and the hazard function of the system is



h(t) = hr(t) + Acm (15)

and a typical plot is shown in Figure 1,

From Equation (14) it is evident that no matter the degree of redundancy
of the system, its reliability can never be greater than Rcm(t>'

In Figure 2 the hazard functioné hr(t) and Acm are plotted again and
it is assumed that

cm g hR (16)

Then it is obvious that for any t

Acmt > H, (t) | @an
and, as a result,

Rr(t) > Rcm(t) _ (18)
or : _

®cm(t) > ¢ (t) (19

that is, the probability of system failure due to common mode failures
1s always greater than that from random causes.

In Figure 3 it is assumed that

Acm < hﬂ (20)
Then 1t is clear that there exists a time T for which the common mode
failures again dominate, since
> <
At > H.(£), ©<T (21)
At time T the areas under the two curves are equal and for t > T the
risk of fallure from random causes becomes dominant, since
>
Acmt <H(t), t>T1T (22)

Clearly, the higher the degree of redundancy the larger T becomes.

10



h(t) A

+h£

cm

H (1)

cm

Figure 1. Hazard Function of a System Subject to Random and Common Mode Failures.
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}\cm
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H(1)
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Figure 2. Comparison of the Hazard Functions Due to Random
Causes and Common Mode Failures. ()\cm > hﬁ).
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Figure 3. Comparison of the Hazard Functions Due to Random
Causes and Common Mode Failures. (A < h,(?)'
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In most practical applications condition (20) is true and the situation
just described applies. Furthermore, it ié reasonable to expect that, before
time T elapses, inspection and correcti&e action will be taken, because in
most cases T is large enough as to make the total réliability untacceptably
small for t > T.

These results explainlreadily the calculations of Epler.10 He assumed
that the protection channels of‘nucleaf reactors have a typical common mode
failure rate Acm = 0.01 yr—l and that the failure rate from random causes is
A= 0.1 yr—l. The channels are tested every Ti = 0.1 yr and the reliability
of the channels during this period is of interest.

For one—out-of-n parallel systems the limit hz equals A, therefore
hg = 0.1 yr-l. Since AcmTi and hZTi afe both less than 0.1 the approximation
(5) can be used for the evaluation of the failure probabilities. Here

-3

A__ < h, and the probability of common mode failures is A__T. = 10 ~.
cm £ e i
6

The probabilities of random failures are 10~4 (h = 2), 10 8

(n = 3), 10
(n = 4). Clearly common-mode-failure probabilities dominate by orders of
magnitude. This means that Ti < T according to our model..

These results can be predicted as follows. For the given failure rates
and inspection interval we can estimate the range of n (degree of redundancy)
for which the probability of common mode failures is less than that of random
failures (that is, we estimate the range of n for which Ti > T). Using

Equation (6) for k = 1 we find n from

n
(AT > T, (23)

which leads to

14



log(kcm Ti)

nx log(X Ti)

(24)

For the given values of Acm’ A and T, we find that n must be less than 1.5,

i
which means that, in this particular case, the common mode failure risk is
dominant for any degree of redundancy (i.e., Ti is less than T for n > 2).
The conclusion is that for redundant systems which are inspected at
regular Intervals there is an upper bound to the degree of redundancy which
can be employed and higher redundancy than the bound is meaningless, since
the common mode failure risk becomes dominant. For one-out-—of n systems

Equation (24) can be used and similar relations can be developed for other

types of redundant systems by using Equations (6) or (7).

15






IV. An Upper Bound on A .
cm

IV.1l The General Case

As indicated previouslf the rate of occurrence of common mode failures
Acm will have to be estimated based largely on engineering judgment, since no
significant data exist. The problem that concerns us here is the derivation
of criteria which will help us decide whether Acm is so small that this type
of emf can be completely ignored in the calculations as being insignificant.

The case we consider here is more general than the situation described in
Section III in that the approximation'of Equation (5) is not made and more
general logical configurations are considered. Tn addition, repair éf the
components is possible. As a measure of how good the gsystem is we will use
its mean time to failure (MTTF).

Suppose that a redundant system consists of n units each having its own
failure rate and that failed components can be repaired. The type of the
repalr distributions and the number of repairmen is, for the moment, arbi-
trary. Under these conditilons the failure distribution of the system is
@r(t). The calculation of @r(t) in the general case is not easy; results
for two-unit redundant systems under various repair policies are given in
Ref. 12. Clearly @r(t) represents a risk to the system which is the outcome

"chance" failures of the components and the repair

of the competition of the
processes., An Iindependent risk is that of common catastrophic shocks which

occur at a rate Kcm. Equation (14) applies again and the failure distribu-

tion of the system is

-4t
o(t) = 1 - [1-0 ()]e " (25)
The failure density of the system is then
“emt _Acmt
d(t) = ¢, (t)e +[L=0.()] A, e (26)

PTecering page blank
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and its Laplace Transform is

)\cm }‘cmq)rcs + Acm)

s + A - s + A
cm cm

&(s)

d(s+h_) +

'Acm + s¢r(s + Acm)

- s + A (27)
om

Therefore, it suffices to calculate @r(t) using the usual reliability
techniques and then Equation (27) can be used to include common mode fail-
ures in the analysis. As 1t is well known, the mean time to failure is
related to the failure demnsity by

VI O N 28)

ds s=0
thus, in the present case,
1-3.0 )

cm

This approach was used by Harris (Ref. 13) to derive the MTTF for one-
out~of-two systems. Thus for identical parallel components with failure rate

A and repair rate U we have that (two repairmen)

2
3 () = ——2 5 (30)
s“+(3MH)s + 2X

and from Equation (29) we get

3A+utA
M = cm

2 2 (31)
2A +(3A+p)kcm+kcm

Since $r(s) is very difficult to obtain we use FEquation (29) to derive
an upper bound for Kcm in the sense that when Acm is smaller than the bound,

the MITF of the system M will be very close to the MITF of the system

18



ignoring common mode failure effects, say Mr' This Mr is, of course, the
mean of the time to failure Tr from chance failures alone.
For small Acm we can approximate $r(xcm) by the first three terms of

its Taylor expansion, i.e.,

- 1 2 2
¢r(Acm) =1 - E[Tr] Acm +3 E[Tr] Acm (32)
where E[+] denotes expected value, and E[Tr] = Mr'
Then Equation (29) gives
1 2
MM -5 E[Tr} A (33)

and the common mode failure effect is negligible if

1 2
M_o>>5 E[Tr } )\cm (34)

As noted by Barlow and Proschan,l4 E[Ti} is often large compared to Mi
(and, hence, to Mr), therefore, Acm must be quite small for Equation (34)
to hold.

In applications, redundant systems usually consist of identical components
each having a failure rate A and each can be repaired‘at a constant rate |,

i1.e., the repair distribution is the exponential

t

G(t) = 1-e ¥ (35)

Under these conditions we can calculate Mr and E[Ii} using the theory
of birth and death processes and then utilize Equation (34) to express the

bound in terms of the failure and repair rates.

19



IVv.2 Birth and Death Processes

A redundant system of n identical units possesses the following mutually

exclusive states:
0: all the components are "up"
1: one component is down, (n-1) are up

2: two components are down, (n-2) are up

n: all the components are down,
(the number of each state indicates how many components are down).

Let Pi(t) be the probability that the system is in state i at time t.

Then the row vector

B(£) = (By(t), Py(e),enn, B (L)) (36)

of state probabilities is the solution of the initial value problem

dP(t)

= P(L)A | (37)
dt -

R(O) = C

where G is the initial probability vector. We will assume that all the

components are initially good, that is,

g_= (130’0:""—> . (38)

A is a (n+l) x (a+l) constant square matrix whose elements are defined

as

20



i+# i, a..At = conditional probability

that the system will

be in state j at time t+At, given that it is

in state i at time t,

n
i=13, a,, = - :E: a, .

11

The matrix is determined when the transition rates

In the case of exponential failure and repair
transitions that can occur are from a state to its
(birth and death process, Reference 14)., Then the

matrix, i.e.,

aij = 0 for li—j] > 2

Following the notation of Barlow and Proschanl4 we

g A 0 ...
My —(y + A A
0 My ~(u2 + Az) .« - .
A =
O O 0 » ° *
0 O 0 » . *

- The quantities kj and Uj can be expressed in

repair rates of the components once the logical co

21

among states are known.

distributions, the only
immediate neighbors

matrix A is a Jacobi

write A as

0 0

0 0

0 0

—(An-l + Unnl) An—l
%) -

n un

terms of the failure and

nfiguration is known.

(39

(40)



Karlin and McGregor (References 14, 15) have developed simple expressions
for the mean and the variance of the first-passage time fo go from state 0
to state j, They are determined from A without having to solve the system
(37).

If we define the quantities

Ay e h g
S EETAY U 41
J 1Mo e ¥y

po'_
then, the mean time to reach state j starting from state O is given by

k

-1
Moy = LT ¢ )
J =0 “kPx =0 T

MOO = 0

and the mean of the square of the above time is

2 _ 2 ' 1
Yoj = Bloym 2 L wo— L PMo (43)

Therefore, having the failure and repair rates of the:.components and
their logical interconnection, we can formulate the matrix of Equatioﬁ (40)
and calculate pj (Equation (41)). 1If j is the first "bad" state of the
system (i.e., the system is down if at least j components are down),
Equations (42) and (43) will give Mr and E[Ti} and then Equation (34) can
be used to estimate the bound on Acm‘ The following examples show such

calculations for common systems,
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Ixamples:

m—out-of-n systems with n repairmen,

In this case the elements of matrix A are:

Ak = {n-kK)A (44)
and

My = kit (45)
Then

oy 1

P = (k) k (46)
where

x = | (47)

If all the units are needed (series system) the only good state is O

and the first bad state is 1. Then the MITF is

1

= L
Moo= My = on (48)

2] = 42

(as expected, repair does not affect the reliability of the series system}.

and

T
—
i

From Equation (34) we get

N (50)

for the common=mode~failure effect to be negligible. This condition could
have been derived directly, since the failure rate of the series system is
nA and the above inequality simply states that the rate of occurrence of
common mode fallures must be much smaller than the failure rate of the

system,
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For a two-out-of-three system we have n = 3 and j = 2. Then

S5A+HU
= 20Tk (51)
T 02 6X2

=
H
=

and

2
18X 3A

and from Equation (34) we get

2
<< 62" (5A+u)

A 2
19207410 A+

cm 2 (53)

If there is no repair we set U = 0 and we get

30 :
Aem << Tg A (54)

When repair is possible, in most applications we have that u >> A,

then (53) reduces to

AZ
)\cm << B ‘l‘l‘-' {553)
. -6 -1 -2 -1
Thus, if we assume that A = 10 =~ hr = and W = 10 = hr ~, Equation (55)
gives
Ao <€ 3x10710 pet (56)

and the common mode failures can be ignored in the calculations if they

occur at a rate which is at least four orders of magnitude smaller than A.
Table I summarizes these results for common logical structures, Notice

that since kcm is required to be orders of magnitude smaller than the

values of the table, the numerical factors can be ignored in a guick estima-

tion, For nonmaintained systems (p=0), it suffices to compare Kcm to A,
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For répairable systems we observe that as the redundancy gets higher the

bound decreases by powers of %3 hence the common-mode-failure rate must be
unacceptably small, for the effect to be negligible. As a result, in such
systems the results of conventiconal reliability analyses which consider chance
failures alone are meaningless.

Standby Systems

If the system consists of one on-line unit and n-1 units on standby

(n repairmen), the elements of the matrix A are:

Kk = A {57)
and
W = ki (58)
Therefore,
1 1
S (59)
x
Suppose n = 2 and j = 2 (two-unit standby system). Then we find
that
. 2
Mo = Mgy =75 (60)
A
and
2
20V 2 (2A+u) 2
e R (61)
A A
therefore the condition on Acm is
(2A+u)A2
L e ————
cm (A1) (3A+Hu) (62)
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For ¢ = 0 Equation (62) gives

2
Rcm << 3 A (63)

and for U >> A

KZ
Aem << u (64)

Situations where the number of repairmen is less than the
number of units can be handled similarly by finding the appropriate

values of “k'

Note added in proof

It was pointed out to the author by Dr, Caldarola that for a
m~out—of-n system with n repairmen and under the assumption u > > A
the distribution of Tr tends to become exponential, in which case we

have that

E[T] + 2M°
T Y

Then Eq. (34) reduces to

1

<L —=
Acm M
by

Under these assumptions it can be readily shown that

al An—m+l

1
ﬁ; T (m-1D ! (n-m)! un—m

This expression makes possible a rapid’ calculation of the upper

bounds in the last column of Table I,

26



Table I,

Upper bound to A for

m-out-of-n systems (n repairmen)

LOGIC m/n K=0 U >> A
1/2 6 2 A2
72 .
U
1/3 6 3 .
2
85 N
2/3 30 2
=5 A 6 A~
u
1/4 60 4
83 * 4 &3
u
2/4 156 23
115 122
2
H
3/4 84 2
37 A 12 %-
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V. Summary

The effect of common mode failures on the reliability of redundant
systems has been examined. These failures were assumed to be the result of
shocks catastrophic to all the components which occur at a constant rate

cm’

For non-repairable components it was shown that in practical applications
there is always an initial time period {0,T) during which the probability of
a common mode failure dominates that of chance failures. As a consequence
of this result, if the redundant components are to be inspected every Ti and
Ti < T, the effort should be directed towards decreasing the potential of a

common mode failure, since 1t is the dominant cause of failure. Conversely,

for a given inspection interval T, there is a maximum degree of redundancy

i
which is effective in reducing the probability of chance failures and further
addition of redundant elements is unnecessary, because chance failures are
not as important any more.

Finally, the significance of these potential c;mmon mode failures was
examined In the case of repairable components and useful bounds to Acm were
derived which give a quick estimate of their importance. Because of the

uncertainties involved in the determination of Acm these bounds become even

more important in applicationms.

=
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Appendix

Further details on the shock medels that were used in the paper are
presented here, We assume for simplicity and without loss of gemerality that
the redundant system consists of two compenents in one-out-of-two arrangement.

Suppose that certain events which impose high stresses on the components
occur according to the Peoisson process with rate 60m° If such an event occurs,
then the probability that boih components will fail is Qen® We can derive the
probability that both components will survive this type of fzilure in the
interval (0,t) by writing

Rcm(t) Z P|both components survive past t] =

o0
= nJ_P[n events occur in {(0,t)] P{the components survive given

n=0 the occurrence of n events] =

n
o, =§ t (§ t)
. cm cm n

= E\ e ng (l—-qcm) (Aal)

n=0

Summing the series of Eq. (A.1l) we find

Rcm(t) = exp(—Acmt) (A.2)

where

11

cm 6cchm (A.3)

This is the rate of occurrence of common mode failures as used in the
main text. Notice that it is the product of the rate of occurrence of the
hazardous events (shocks) and the probability that the event is strong enough
to destroy both components simultaneously,

For each component we argue as follows: a shock of the above type may
occur that is not strong enough to destroy both components but it may cause

h

failure of the i© » 1 =1, 2, component with prbbability 9em In addition,
L]

i

shocks that occur at a rate Gi may destroy this component with probability Q-
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These shocks are assumed to occur independently and they affect only the ith
component. The probaﬁility that the 1th component will not fail in (0,t) is

then

. ‘
t) "

-8,6 (8,1)" e St 6
—7— Wt | X e o Q=g )
k=0 '

Ri(t) = 2: e 1

n=0 n!

cm, i

i=1, 2 (A.4)
Notice that this is the probability that the ith component will not fail due
to a shock that destroys that component only, i.e., the possibility of a
common mode failure is not included in Eq. (A.4).

Summing the series in Eq. (A.4) we get

Ri(t) = exp(-kit) , 1 =1, 2, (A.5)

where

A, 28

;1 50493 9

cchm,i s i=1, 2, (A-ﬁ)

This Ai is the "chance" failure rate of the itD component as used in the
text.

Tt is interesting to compare the derived expressions for the failure
rates with the actual practice.

The rate Scm appearing in Eq. (A.3) represents the rate of occurrence of
external events and it may or may not be possible to decrease it. I1f, for
example, the risk under consideration is the possibility of damage due to
missiles from the turbo-generator of a plant, 5cm will be the rate of turbine
failure, which is about 10—4 yr-l (Ref. 16). This is the asseséed current
value but it is expected to decrease in the future. This is not the case,
however, when natural phenomena are considered. There the rate Gcm is

constant.
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The probability of simultaneocus component failure given that the external
event has occurred, i.e., o is the one that can be decreased significantly
by the various preventative measures that are usually taken, like physical
separation of the redundant components. An important difference between Scm
and Dem is that the former can be calculated from statistical data (e.g., from
past turbine failures, from the earthquake history.of a certain region etc.),
whereas the evaluation of the latter is more difficult to do and will possibly
require the use of other probabilistic models and engineering judgment (see
Ref. 16 for some calculations regarding the probability that an energetic
missile from a turbine will strike critical components and that it will cause
damage to them).,

The above consideraticns hold true for the individual failure rates also
as given by Eq. (A.6). An additional complication arises ﬁowever due to the

term Gcchm which impliies that, strictly speaking, even the chance failure

,1
rate should be adjusted to include the influence of the external events. Such
an analyéis of the fine details is not usually done, but a failure rate which
was derived from:the failure record of similar components in similar environ-
ments is used. This value contains the corresponding terms of the right side
of Eq. (A.6) which pertain to those environments. Since our components are
working under similar conditions, the required correction to Ai is not signi-
ficant and it can be neglected in a first approximation.

In order to generalize the above concepts to systems with more than two
compenents we have to introduce additional failure rates. Thus for a system
with three redundant components we need seven rates, i.e., Ai’ i=1, 2, 3
(the failure rates of the individual components), A,

ij?
(the rate at which components i and j fail simultaneously) and Acm (the rate

i#js i,j=1, 2, 3

of common mode failures). TIn thils case the calculations become considerably
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more complicated (e.g., the matrix A of Eq. (40) would not be a Jacobi matrix
anymore, since condition (39) would not hold). In addition, such detailed
Information is not available. We have used only the Ai and Acm, because this
simplifies the model and makes it possible to derive simple criteria and in
addition it is ;\c:m that is the most crucial, since it represents the possibility
of complete simultaneous failure of the compopents, If it is felt that the
simultaneous fallure of all but one of the components is also intolerable, our
results can be used with an appropriately increased Acm’ i.e., we can make

the conservative assumption that the whole system fails when an event actually

destroys all but one of the redundant components.
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